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Abstract: The range of threats of Android malware has grown due to the widespread use of
Android devices. The mtricacy and diversity of malware 1s always changing, making it difficult
for conventional signature-based detection techniques to stay current. In this regard, network
traffic analysis 1s a viable method for identifying and categorizing Android malware. Modern
cybersecurity plans now include detecting and categorizing malware in network traffic as a vital
component, given the increasing reliance of organizations for communication and data exchange
over interconnected networks. The foundation of modern society is now the interchange of
information over networked systems. The integrity and security of networked systems are
seriously jeopardized by malware, which is one of the many cybersecurity dangers that digital
infrastructures are exposed to due to their interconnection.

Keywords: Android malware, Malware analysis, Malware category, Malware family,
Classification, API call, Cyber threat, Behavioural analysis.

1. Introduction

In recent years, mobile devices have become indispensable, easily blending into our daily
lives for everything from online banking and shopping to social communication and leisure.
However, as people rely more and more on mobile devices, mobile security dangers have
increased. Mobile malware, which includes viruses, worms, trojans, and other harmful software,
has grown in size and sophistication, providing substantial 1ssues for both individuals and
organizations. These dangers can have disastrous repercussions, such as data breaches, financial
losses, and compromised user privacy, emphasizing the crucial need for effective detection and
protection systems. The huge number and diversity of

malware kinds, as well as their rapid growth, make mobile malware detection even more
challenging. Traditional detection methods, such as signature-based approaches, have grown
meffective over time, particularly against unknown or polymorphic malware that constantly
mutates to avold detection. These methods are based on predetermined patterns of known
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malware, making them incapable of detecting new or zero-day threats. As a result, there 1s a high
demand for innovative and adaptive solutions that can keep up with the changing nature of
malware [1]. Machine learning (ML) has emerged as a viable strategy for addressing this issue.
By leveraging data analysis and pattern recognition, MI-based systems may discover and
categorise malware more efficiently and correctly than traditional methods. Unlike signature-
based approaches, ML models can evaluate massive volumes of data, find hidden patterns, and
forecast previously unknown malware by analysing system behaviour, network activity, and file
properties. This versatility makes machine learning a great tool for improving mobile security.
Android 1s the world’s most popular mobile operating system. Its popularity, however, has made
it a prominent target for cybercriminals, who take adssvantage of its open-source nature and
broad use to create and transmit malware [2], [3]. As a result, detecting and combating Android-
specific malware hsas become a primary concern for cybersecurity researchers.

This study investigates the use of machine learning approaches to detect and categorise
Android malware. It mvestigates a varlety of machine learning methods, such as Logistic
Regression, Random Forest, Decision Trees, Support Vector Machines (SVM), and K-Nearest
Neighbours (KNN), and evaluates their efficacy in detecting malware from a dataset that includes
both benign and malicious samples. This study seeks to determine the best successful ways for
Android malware detection and classification by analysing various algorithms m terms of
accuracy, precision, recall, and computing economy. In doing so, it hopes to help build more
robust and scalable solutions for safeguarding mobile devices in an increasingly connected world.

2. Related Work

Audry et al. (2023) investigate the application of machine learning to improve Android
malware detection by analyzing system calls, which are crucial for app operations and provide
valuable msights mto app behavior. The researchers point out the limits of typical feature
selection approaches, which frequently include noisy features that reduce detection accuracy. To
address this, they recommend binary scoring of system calls in conjunction with advanced feature
pickers such as ML, GSS, and DFS. A dataset containing malware and trusted app traces was
analyzed using machine learning methods such as Random Forest, Support Vector Machine,
Decision Tree, Naive Bayes, XGBoost, K-Nearest Neighbours, and Adaptive Boosting. The
Decision Tree model performed admirably, with the highest accuracy (95.03%). However, its
efficiency 1s influenced by dataset bias, and its applicability to developing malware strains requires
further testing. Future research should investigate hybrid models that combine deep learning and
real-ime detection techniques for practical use m network security systems. Performance
measurements such as precision, recall, and F1 score are used to validate the models’
performance. The study emphasizes the need to select appropriate algorithms for effective
malware detection, as well as the function of system call analysis in 1improving Android
smartphone security (Audry et al., 2023) [4].
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El Fiky et al. (2022) discuss the growing threat of Android malware, which increasingly
targets important applications such as healthcare, banking, and e-Commerce. To address the
difficulty of accurate malware detection and classification, the authors offer a parallel machine-
learning model that can dynamically analyze and identify both categories and families of Android
malware. Using the CCCS-CIC-AndMal2020 dataset, which contains 14 main malware
categories and 180 important malware families, the model performs excellently through feature
selection and machine learning classifiers. The trials show a category classification accuracy of
over 96 percent and a family classification accuracy of more than 99 percent, beating previous
approaches. The suggested approach is highly scalable and suitable for analyzing large datasets,
providing multi-class characterization with high precision and low false positive rates. Future ideas
mclude creating an online service that allows users to detect malware and classify it by category
and family before installation, considerably improving Android smartphone security (El Fiky et

al., 2022) [5].

Sethi e al. (2022) present a novel malware analysis paradigm to address the increasing
complexity and diversity of malware, rendering existing signature-based detection methods
meffective. The framework uses Cuckoo Sandbox to perform static and dynamic analyses to
extract information like as API calls, imported hibraries, and existing signatures, which are then
utilised to create a comprehensive dataset. The researchers used a two-level classification
approach: the "Macro” classifier finds malware, while the "Micro” classifier recognises specific
malware types like Trojan, Spyware, or Adware [6, 7].

The study uses the Weka framework to analyse many machine learning algorithms,
including J48 Decision Tree, SMO (Sequential Minimal Optimisation), and Random Forest.
The results show that J48 Decision Tree outperformed the other models, obtaining 100%
accuracy n both detection and classification tests. SMO and Random Forest likewise had high
detection rates, with 99% and 97%, respectively, while classification accuracies were 91% and
66%.

The authors acknowledge limitations due to the short sample size (220 files), and intend
to increase the dataset in future work to incorporate a broader range of malware traits. They also
want to use feature selection approaches to optimize the feature set and enhance model
performance on larger datasets (Sethi er al., 2022) [8].

Narudin er al. (2014) use an anomaly-based approach to evaluate machine learning
classifiers for mobile malware detection, leveraging network traffic-derived charactenistics. They
use the MalGenome and self-collected datasets to compare classifiers like Random Forest, K-
Nearest Neighbours (KNN), Decision Tree (J48), Multi-Layer Perceptron (MLP), and Bayes
Network. Random Forest has the maximum detection accuracy of 99.999%, while KNN has the
highest true-positive rate of 84.57% when detecting the most recent Android malware [9]. The
paper emphasises the importance of feature selection and suggests future research into real-time,

cloud-based detection systems that use machine learning, game theory, and multi-agent systems
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to improve adaptability and robustness. It also emphasises the need to investigate the correlations
between features in order to increase detection accuracy and efficiency [9]. Aslan and Yilmaz
(2021) [10] suggested a novel hybrid framework for malware classification that uses deep learning
approaches to overcome the limitations of standard malware detection methods. With the
mcreasing reliance on computer systems and the Internet, as well as the surge in cyberattacks,
malware detection has emerged as a critical part of cybersecurity. Traditional detection methods,
such as signature-based and heuristic-based approaches, struggle to detect newer malware
variants due to enhanced obfuscation and packaging tactics [11]. To address these issues, the
authors proposed a hybrid architecture based on deep learning that improves malware detection

and classification accuracy [12].

The approach use a combination of transfer learning and pre-trained deep learning
models to efficiently extract highlevel characteristics from malware samples converted to
greyscale photos. The model combines two comprehensive pre-trained network topologies to
mmprove feature extraction and drastically mmimise the feature space. The suggested architecture
was extensively tested on three widely recognised malware datasets: Malimg, Microsoft BIG
2015, and Malevis. The model’s capacity to classify various malware families with high precision,
recall, and accuracy was proved by its performance on the Malimg dataset, which reached
97.78%. This performance outperforms several of the most advanced approaches described in
the literature. The study emphasises the value of deep learning in solving the challenges of
current virus detection. Key contributions include the unique hybrid architecture, efficient
feature extraction, and significant decrease in feature space, all of which improve the system’s
accuracy and performance [1]. However, the authors identified shortcomings in recognising
specific malware variants that used advanced obfuscation techniques. They proposed additional
study to develop detection algorithms that especially target such difficult malware strains.

The study emphasizes the potential of deep learning, particularly hybrid techniques, as
a viable route for addressing increasing cybersecurity risks by providing a robust solution for
malware classification.

3. Methodology
3.1 dataset info

The CCCS-CIC-AndMal-2020[13] dataset 1s an academic Android malware
classification dataset created by the Canadian Institute for Cybersecurity (CIC) in collaboration
with the Canadian Centre for Cybersecurity (CCCS). It is designed to aid research in Android

malware detection and classification.
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3.2 Dataset Description

Purpose: The dataset is intended for use in the research and development of machine
learning models and algorithms for the detection and classification of Android malware. Authors:

The dataset was created by David Sean Keyes, Beiqi Li BsC., Dr. Gurdip Kaur, Dr.
Arash Habibi Lashkari, Dr. Francois Gagnon, Dr. Fred ~ eric Massicotte, Abir Rahali MsC., and
Laya Taheri MsC. Credit goes to these original authors for compiling and publishing the dataset.
Citation: Users of the dataset are encouraged to cite the original papers (references 1 and 2)
associated with the dataset to give credit to the authors and acknowledge the source of the data.
Versions: V1: The base dataset is provided in CSV format. It can be downloaded from a specified
source. V2: This version involves cleaning and organizing the dataset. The data is stored in
Parquet files, which are more efficient for handling large datasets. The features are derived from
both dynamic analysis (behavioral features) and static analysis (structural features) of Android
applications. In V2, all data types are correctly set, and there are no missing records, ensuring
that the dataset 1s clean and ready for analysis. Contents: The dataset contains features extracted
from both dynamic and static analysis of Android applications. These features are essential for

training machine learning models to classify applications as either benign or malicious.

Here are six characteristics extracted to understand the behavioral changes of these
Android malware categories and families. The following are the significant characteristics that
were extracted:

Memory Features: It defines the activities performed by malware utilizing memory. (23
Features)

APIL: The Applicaion Programming Interface (API) features delineate the
communication between two applications. (105 Features)

Network: The network features describe the data transmitted and received between
other devices in the network. It indicates foreground and background network usage. (4 Features)
Battery: Battery features describe malware’s access to battery wakelock and services. (2
Features) Android Malware Category and Family Identification Using Parallel Machine Learning
30 Logcat: Logcat features write log messages corresponding to a function performed by
malware. (6 Features)

Process: Process features count malware’s interaction with a total number of processes.
(I Feature) As can be seen, the total number of extracted features from the six characteristics 1s
141 features.

Exploratory Data Analysis (KDA): Conduct exploratory data analysis to understand the
dataset’s characteristics, feature distributions, and correlations. Visualize the dataset’s statistical
summaries and explore potential patterns and relationships among features. Figure 1 represents
the performance of the malware detection model before rebooting of the system. Each cell shows
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the instances where the predicted label (columns) matches the true label (rows). The diagonal
values indicate correct classifications, while off-diagonal values show errors. Comparing this
matrix with the one after rebooting can help the user to assess the impact of changes on model
performance. Figure 2 shows the performance of a malware detection model after rebooting.
EKach cell represents the instances that were actually a specific malware class (rows), but were
predicted as another class (columns). The diagonal elements indicate correct predictions, while
the off-diagonal elements represent incorrect predictions. Analyzing this matrix can help assess
the accuracy of the model, identify areas of improvement, and understand the types of errors it
makes.

Experimental Analysis: A comparative analysis of various machine learning models
before and after rebooting the system. The model’s ability to classify a given dataset into distinct
categories was evaluated. The key performance metric used in this comparison is accuracy, which
measures the proportion of correct predictions out of the total predictions made by the model.
Split the preprocessed dataset into training and testing sets. Standardize feature values using
Standard Scaler to ensure consistent scaling. Implement machine-learning algorithms for
malware classification, including Random Forest, Logistic Regression, and Decision Tree
classifiers. Tramn each model on the training data and evaluate their performance using accuracy
metrics.

Confusion Matrix

o Py 4 0 26 1 1 7 1 28 0 2 4 z 0

-- 4 148 3 2 1 1 1 0 3 2 1 5 0 1

True Label
6
)
-
for
w
-
o
-
N
‘
o
(=]
o
-
-
-
N
-
w
o
(=]

0
'
»
(=]
-
w
o
w
w
o
o
o
N
o
v
(=]
o
o

+- 10 4 0 7 0 2 3 2 7 0 0 264 0 1
N- 2 0 0 5 0 1 4 0 3 0 0 2 515 3
m- 0 1 0 | 1 1 10 1 9 0 i | 3 1 630

0 1 2 3 4 5 6 7 8 9 10 11 12 13
Predicted Label

Figure 1. Confusion matrix-Before

Int. J. Comput. Commun. Inf,, 34-44 / 39



Vol 6 Iss. 2 Year 2024 K.P. Akshithaa Parvathavardhini & P.K.Nizar Banu /2024

Confusion Matrix
o8 2 0o 17 3 0o 3 0 10 0 0 3 2 0
«-2 [958 00 3. 0 O 2 o0 4 0 2 3 © 0 1200
~-0 0 17 0 0 0 1 0 0 0 0 0 0 O
m=134 0 ofl24 s 2 7 o0 16 3 2 3 1 2 1000
«-2 0 O 4 207 2 3 0 0 0 0 0 0 0O
m-1 1 o 1 1M1 o 1 0o o 0 o0 3 _ 800
s=o-1 2 1 4 2 3EE1 9 0o 0 3 1 2
=
d~-0 1 0 0 0 1 1 68 1 0 0 0 0 1 | 600
w-2 0 0 15 1 3 4 o1 1 2 2 5
-0 0 0 1 0 0 0 0 1 22 0 0 0 0 | 400
9-0 1 0 3 0 1 2 0 0 0 141 0 0 O
4-1 0 0 3 0 2 2 2 1 0 0 170 0 1
- 200
N-0 1 1 0 1 3 1 0o 1 0 o o & o
m-0 1 0 0 2 1 2 0 5 0 0 2 1 45
1 ' 1 | ] I ] 1 1 ' | ] I | '0
0 1 2 3 4 5 6 7 8 9 10 11 12 13
Predicted
Figure 2. Confusion matrix after
COMPARISON OF MACHINE LEARNING MODELS
0.901
0.85
>
Q
q
P
C)
g 0.80-
I
0.751
0.701
LOGISTIC REGRESSION RANDOM FOREST  DECISION TREE KNN SVM
MODEL

Figure 3. Comparison of the models used for the dataset before rebooting the system dataset
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Table 1. Model Accuracy/Performance Before And After Reboot

Model Before Reboot After Reboot
Logistic Regression 0.6896 0.6670
Random Forest 0.9013 0.8972
Decision Tree 0.9380 0.9503
KNN 0.7423 0.7213
SVM 0.7270 0.7209

The comparison of model performance before and after rebooting the system yields
differing findings for various machine-learning models. Figure 3 shows the graphical
representation of each model’s accuracy before reboot. The data in Table I shows that most
models saw a minor decline in performance following reboot. For example, Logistic Regression
dropped from 0.6896 to 0.6670, while K-Nearest Neighbours (KNN) fell from 0.7423 to 0.7213.
Similarly, the Support Vector Machine (SVM) decreased somewhat from 0.7270 to 0.7209, and
the Random Forest model decreased slightly from 0.9013 to 0.8972. However, the Decision
Tree model improved, improving its accuracy from 0.9380 to 0.9503 following the reboot. This
suggests that, whereas most models’ performance declined shightly after the reboot, the Decision
Tree model benefited, implying that the reboot may have had a favourable impact on its
performance. Overall, performance changes are negligible, with the reboot having a little
mfluence on the models tested.

Figure 3 gives the graphical representation of the Accuracy of the model. The
methodology for this analysis revolves around evaluating the performance of machine learning
models on a malware dataset both before and after a system reboot. The process involves training
and testing several machine-learning models on the dataset under two distinct conditions: before
and after the system reboot. The performance metrics, such as accuracy, precision, recall, and
F1 score, are used to evaluate the effectiveness of the models in identifying and classifying
malware samples. The comparison 1s made between the performance of each model before and
after the reboot to gauge the effectiveness of the system restart in improving the models’
performance. Also, it i1s essential to explain the data preprocessing steps, including feature
engineering, data cleaning, and normalization, which were conducted on the dataset. It is also
necessary to explain. The specific parameters and hyperparameters used in the machine learning
models should also be documented. The methodology should also encompass the validation
techniques, such as cross-validation or holdout validation, employed to ensure the robustness
and generalizability of the results.
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4. Comparative Analysis

A comparison of the methods for identifying and categorizing emphasizes theroid
malware in network traffic before and after a system reboot, which demonstrates how well
different machine learning models operate. The models, which included Decision Tree,
Random Forest, Logistic Regression, SVM, and KNN, were evaluated for their ability to identify
malware. Before the system reboot, the Decision Tree model had the highest accuracy of
93.80%, followed by Random Forest at 90.13%. However, after the system reboot, Decision Tree
showed the most substantial gain, with an accuracy of 95.03%, while Random Forest’s
performance dropped slightly to 89.72%. Models like Logistic Regression and SVM produced
poorer and more variable results, with Logistic Regression doing especially poorly after
rebooting. The reboot mimproves the Decision Tree, possibly due to better system resource
management and computational consistency. This investigation reveals that Decision Tree 1s the
most robust model for malware detection in this situation, benefiting from both the training
process and the system reboot. Still, other models such as Random Forest, KNN, and SVM
require additional optimization to obtain comparable consistency and performance. Overall, the
study emphasizes the relevance of system stability and model flexibility to varying environmental
conditions, with Decision Tree emerging as the most dependable option for malware
classification [14].

5. Conclusion

Machine learning models like Logistic Regression, Random Forest, Decision Trees,
KNN, and SVM, have shown significant potential in malware classification. Among these models,
Decision Trees and Random Forest provides the highest accuracy and stability. Moreover, the
Decision Tree model improved its performance after a system reboot, increasing from 93.80%
to 95.03%, which indicates its robustness. Models like Logistic Regression, KNN, and SVM
experienced slight declines in accuracy. A key factor in effective malware detection was the use
of system calls and network behaviors, which helped distinguish between malicious and benign
applications. The study provides the importance of feature selection and model optimization in
improving detection rates. The dataset, enriched with various behavioral and structural features,
was crucial in enhancing classification accuracy. Additionally analyzing model performance
before and after a system reboot provided valuable insight into the stability and reliability of

different machine learning approaches in malware detection.

5.1 Limitations & future scope

The drawback of the study 1s its dependency on a specific dataset, which may not apply
to real-world changing malwarethreats. Furthermore, the models may struggle with zero-day
attacks and substantially disguised malware, demanding additional advances in adaptive learning

Int. J. Comput. Commun. Inf., 34-44 | 42



Vol 6 Iss. 2 Year 2024 K.P. Akshithaa Parvathavardhini & P.K.Nizar Banu /2024

approaches. Future work could focus on combining real-time detection techniques that use deep

learning and federated learning to better adapt to emerging threats [15, 16]
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